
What is Social Media Governance?

Social Media Governance is about understanding the risks 
which social media poses to your organisation and having 
confidence that you are appropriately managing them. Use 
of social media by people and organisations is increasing 
rapidly and the potential benefits of a successful social 
media strategy are significant. But, providing the freedom 
of a social media experience within sensible and easy to 
understand boundaries is the new challenge.

Our approach recognises that Social Media Governance 
is less about systems and platforms and more about 
people, risk and strategy. A well implemented Social 
Media Governance strategy should make sure that you are 
managing the risks of social media while at the same time 
getting the benefits, through a proper scheme of guidance, 
training and monitoring.

Why is it important?

Over the past couple of years the number of high profile 
incidents relating to social media has been on the rise. Many 
companies are embarking on their social media journeys and 
increasing their online presence. There are lots of examples 
of social media blunders ranging from the humorous to 
those that have resulted in regulatory fines. In some cases 
these have had a negative impact on a company’s share 
price. But it doesn’t have to be this way.

If you have an online presence in social media or have 
ambitions towards one you need to think ahead. Consider 
your implementation in the context of a strategy that 
assesses what risks your organisations may be exposed to 
and how you plan to manage them. The risks may affect 
areas wider than you might first imagine, so it is important 
to do this properly and thoroughly.

Many organisations have already implemented Enterprise 
Social Platforms and others are looking into it. Whether 
you are a small company or a large multi-national 
company operating in territories across world, risk 
management and compliance needs a rethink when it 
comes to Enterprise Social Platforms.

Challenges

Our recent experiences have identified a number of key 
challenges, including:

1. Realising the benefits of social media: How 
do I implement effective risk management without 
strangling adoption of a Social Collaboration Platform 
or realising the benefits of social media?

2. Strategy: How do I get the most out of my social 
media strategy or drive rapid adoption in an 
Enterprise Social Platform?

3. Policy: How do I make sure that my employees know 
what they can and can’t do and that they will adhere 
to our prescribed policies?

4. Legislation: Data laws across the world differ 
from each other – how can I satisfy US requirements 
around eDiscovery while at the same time conforming 
to EU Data Protection rules?

5. Confidentiality: How can I realise the benefits of 
an Enterprise Social Platform while making sure that 
client confidentiality is maintained?

6. Information security: Is my data safe and am I 
vulnerable to a cyber-attack?

7. Regulatory compliance: How do I comply with 
my regulator and what regulations apply to social 
media?

8. Accountability: Who is responsible for my 
social media presence? Who monitors my Social 
Collaboration Platform?

9. Crisis Management: When social goes wrong, 
what do I do?
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Social media is a ‘mega-trend’, revolutionising the way people 
communicate and interact with each other. Businesses have the 
opportunity to harness the power of social media to grow and 
increase revenues by targeting and embracing these new channels.

Social media brings its own challenges but having a sound and 
practical strategy which is easy to understand will ensure risks are 
managed and benefits realised.



Areas of focus What do we assess? 

Strategy •	 What are your criteria for success?
•	 Does your strategy outline short, medium and long term goals and how these will be accomplished?
•	 Have you assessed the different social media channels or Social Collaboration Platforms available and made an 

informed decision about which channel to focus on or platform to adopt?

Data Privacy and 
Control

•	 Have controls been implemented and are they effective?
•	 Have regulatory and legislative requirements been assessed and are you comfortable with your own internal 

procedures and policies?
•	 Have you set out data classification criteria and are there controls established to ensure adherence?

Governance •	 Have roles and responsibilities been defined and communicated?
•	 What metrics are being assessed and do you trust the quality of your data?
•	 How do you manage your data?

Crisis Management •	 Does the organisation have a detailed plan in place to deal with crises related to social media?
•	 Does the plan identify responsible persons?
•	 Does it include timescales?

Security •	 How is access to the organisation’s external social media channels controlled?
•	 Has a security audit of an Enterprise Social Platform been completed and have recommendations been auctioned?
•	 Is your Enterprise Social Platform exposing threats to your core systems?

Policy •	 Does your policy fits the organisation’s culture and can employees understand it?
•	 How do you make sure that employees understand the needs of the organisation in relation to social media?
•	 How do you teach your employees to use social media responsibly?

Monitoring •	 How do you listen to what is happening in social media outside of your own channels?
•	 Are your social media listening activities effective and are you getting the most out of your platform?
•	 How do you monitor and police your Enterprise Social Platform?
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Our credentials

We have applied our methodology to help us with our own social 
media journey. We use it externally as well as have a global Social 
Collaboration Platform. Our experts have been part of the strategic 
role out of these initiatives and have been instrumental to their success.

Social media is applicable to all industries and as such we have 
helped clients across a broad range of industries. We have advised 
clients across the globe on many aspects of social media such as: 

•	 strategic decision making in implementing Social Collaboration 
Platforms;

•	 reviews of clients’ social media channels; and 

•	 social media audits, among others. 

How can we help you?

We are independent of vendors and have significant industry 
experience of how to deal with the business challenges of social 
media. We have:

•	 a proven methodology and extensive technical experience in 
Risk Management and the use of social media internally and 
externally;

•	 more than 1,000 risk experts across the UK with practical 
experience ranging from data governance and privacy, 
regulatory compliance through to cyber security; and

•	 an understanding of how risks underpin business operations 
and how managing them is important to the future success of 
the business.

Our approach

Our approach to Social Media Governance starts by first assessing 
your current social strategy and understanding what success looks 
like to you. We understand that the risks associated with social 
differ depending on whether you focus on external Social Media 
Channels, internal Social Collaboration or both. We can help 
you design and implement the elements which make up a well 
thought-out Social Media Governance framework.

By listening to you and understanding what your objectives are 
in relation to social media we will then assess you against the 
areas which we have identified. This will allow us to form a full 
and comprehensive understanding of where you can use existing 
processes and identify gaps which need to be addressed.

During our review we feed back our findings to you along with 
requirements of what you need to do to make governance work. 

We understand that sometimes our clients want more than just a 
list of recommendations on improvement. We can also deploy our 
experts in all areas of social media to work with you to make the 
required changes within your organisation.

In summary, our approach to Social Media Governance gives you 
the confidence to know that you have taken the steps necessary 
to grow social media and make sure that it supports the future 
success of your business.


