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The current UK stance on 
data protection

The UK is already committed to com-
prehensive, modern and advanced data 
protection laws.  This is evidenced by:

•	 The strong, cross-party political sup-
port for data protection.

•	 The strong, active and mature 
regulation of data protection by the 
Information Commissioner’s Office.

•	 The active enforcement of data pro-
tection rights by the courts. 

•	 The high public awareness levels of 
data protection rights.  The public 
enjoys exercising those rights.

•	 The high levels of legal compliance 
and operational privacy being 
demonstrated by businesses, public 
authorities and other controllers and 
processors of personal data.

Despite the outcome of the EU Referen-
dum, the UK will continue to be a global 
leader in data protection.  As well as our 
domestic data protection laws, the UK 
is a signatory to the Council of Europe’s 
Data Protection Convention. Privacy 
rights are also protected under the 
Human Rights Act 1998, by the common 
law and within a multitude of sectoral 
and professional regulatory schemes.

Prior to the Referendum, entities handling 
personal data were well-advised to 
prepare for the EU’s incoming General 
Data Protection Regulation (GDPR). Now 
that the UK has voted to leave the EU, 
the position may perhaps seem less clear.  
However, while there are many elements of 
our political and economic future that will 
appear uncertain, we can be confident that 
the UK will need to meet the requirements 
of the GDPR. 

The UK supports the GDPR and its 
underlying key concepts

The UK can take pride from the fact that 
it was the originator of the GDPR.  The 
Information Commissioner’s Office (ICO), 
which regulates data protection activity 
in the UK, identified that stricter controls 
over the use of personal data were needed 
and, in 2009, was one of the first Data 
Protection Authorities to call for reform of 
the pan-European regulatory framework.

The contemporaneous UK governments 
(both Coalition and Conservative) 
supported the passage of the legislation 
through the EU Institutions between 2012 
and 2016.

The ICO and the UK Courts are already 
working towards meeting the key 
requirements of the GDPR.  Examples of 
changes that are being put into practice 
include:

Recovery of distress-based 
compensation

Last year, the Court of Appeal in the 
Google v Vidal Hall case established the 
right of citizens to recover compensation 
for distress arising from breaches of data 
protection law, without having to prove 
evidence of financial loss.  This is one of 
the key aims of the GDPR.  The ICO has 
also taken the view that it should be easier 
for consumers to claim compensation 
if they have been the victim of a data 
breach, which is also the position of the UK 
Parliament. 

Breach disclosure

In 2008 the ICO was the first Data 
Protection Authority in the EU to require 
the reporting of personal data breaches, 
both to the regulator and to the people 
affected.  The ICO regulatory scheme 
has been supported by the courts, UK 
Parliament, UK government and the public 
sector.  This aligns with the position as 
set out in the GDPR, which will introduce 
mandatory breach reporting.

Privacy Impact Assessments (PIAs)

The ICO has identified PIAs as being a best 
practice measure and an important tool 
in achieving operational data protection 
and legal compliance.  This view has been 
formalised by the GDPR, which sets out a 
requirement for entities to undertake Data 
Protection Impact Assessments.  These take 
a very similar form to the PIA, as outlined 
in the ICO’s Code of Practice.

So, the picture is compelling: the UK 
supports the GDPR and it is already giving 
effect to many of the GDPR’s requirements.  
Considering these facts, a departure by the 
UK from its progression towards achieving 
compliance with the GDPR would appear 
very unlikely. 

FACT:  The UK data protection 
scheme already goes much 
further than current EU law 
requires.  The UK is a global 
leader in data protection.



The GDPR will automatically become law in the UK despite the  
Brexit vote

Despite the Referendum result, there is no fixed date for the UK to leave the EU.  In order 
to leave, the UK would need to instigate the “exit process” set out in Article 50 of the 
Lisbon Treaty.  This would then trigger a negotiation period of at least two years, for the 
UK and the EU to agree exit terms.  It is generally accepted that this is likely to take much 
longer than two years.

Meanwhile, the GDPR automatically comes into force on 25 May 2018.  Clearly, the UK 
will already be bound by the terms of the GDPR by the time the UK exits the EU.  This 
means that the ICO, UK Courts and all affected entities will have already have put in place 
the requisite infrastructures to comply with the GDPR.  

Of course, on leaving the EU the UK would technically be free to abandon the GDPR (it 
being EU legislation), but the question does arise as to why that option would be more 
attractive than retaining the GDPR.  Retaining the GDPR after exit would be in the UK’s 
interests, the interests of UK citizens and the interests of UK-based data controllers and 
data processors.
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“The UK will continue to need clear and effective data protection 
laws, whether or not the country remains part of the EU.

The UK has a history of providing legal protection to consumers around 
their personal data. Our data protection laws precede EU legislation by 
more than a decade, and go beyond the current requirements set out by 
the EU, for instance with the power given to the ICO to issue fines. Having 
clear laws with safeguards in place is more important than ever given the 
growing digital economy, and is also central to the sharing of data that 
international trade relies on.”

ICO statement on implications of Brexit, 19 April 2016



The UK is likely to require equivalent provisions to the GDPR to 
continue to trade effectively within the global economy

Of course, there is no question that the UK will continue to wish to deal with the EU.  
What is less clear is what that will look like following its exit.  We have identified below 
a number of possible “interaction models” that the UK may use in order to retain a 
relationship with the EU. However, before considering the various options that might 
be available, it is important to consider the territorial scope of the GDPR and all of the 
circumstances where it will still apply to the UK after an exit, regardless of the interaction 
model that is eventually agreed.

Micro impact: or “extra-territoriality”

After an exit, if a UK business offers any goods or services to EU residents, or engages in 
tracking internet use in the EU, the GDPR applies.  Further, if any UK entity has a group 
company or staff within the EU, the GDPR will apply.  Lastly, it is likely to be cumbersome 
for businesses to apply different regimes for data protection across a global customer 
base.  

Macro impact: or “adequacy concerns”

After an exit, UK data protection law will have to be “adequate,” judged by the standards 
of the GDPR, to enable UK entities to continue to import personal data from the EU.  
Following the lessons arising from the recent Safe Harbour litigation concerning the 
export of EU personal data to the United States, and in a climate where the UK’s voice 
is unlikely to be heard in the EU, it seems very likely that adopting the GDPR will be the 
simplest and most economically viable option for the UK to avoid any challenges to the 
adequacy of UK law.
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Interaction models – how the 
GDPR will apply to the UK in a 
new deal with the EU

The UK is likely to seek to retain 
membership of the EU Single Market. The 
interaction models summarised below 
demonstrate that continuing membership 
of the Single Market will be conditional on 
the UK adopting the GDPR. 

Brexit, followed by EFTA/EEA 
arrangement - The Norway example

Three of the four EFTA States have joined 
the EEA, giving them full rights of access 
to the Single Market, based on compliance 
with all EU laws that form part of the EEA 
agreement, including EU data protection 
laws.  If the UK follows the Norway 
example, the GDPR will be incorporated 
into the EEA agreement, meaning that the 
Regulation will have direct effect, as if the 
Brexit vote had not occurred.  

Brexit, followed by EFTA/Bilateral 
arrangement – The Swiss example

Switzerland is the only EFTA Member 
State that has not joined the EEA. Thus, 
its participation in the Single Market is 
based on bilateral arrangements with 
the EU, rather than on membership of 
the Single Market. Switzerland does not 

Conclusions:  Businesses outside of the UK and UK and European citizens can be confident that after 
Brexit, the UK will continue to be a global leader in data protection.  The UK will continue to be a safe and 
stable place to hold personal data.  The UK’s legal framework will continue to ensure adequate protection of 
personal data and privacy rights, at all times.

have full access to the Single Market, but 
it does have to meet the EU “adequacy 
test” for its data protection laws.  For 
this reason, it has adopted EU-type data 
protection laws which give it the benefit 
of a formal European Commission 
“adequacy decision,” enabling it to freely 
receive personal data from Europe. We 
expect Switzerland to have to amend its 
legislation to bring it up to the level of the 
GDPR.  It is inconceivable that the UK will 
be allowed to avoid the GDPR if we seek 
to follow the Swiss model.  Therefore, we 
expect the UK Data Protection Act to be 
amended to give effect to the GDPR if the 
Swiss model is adopted.

Brexit, followed by WTO – The USA 
example (pure trade deal)

The EU trades with the rest of the World 
through various arrangements that do 
not constitute Single Market membership 
or access. If, after exit, the UK were to 
simply fall back on WTO, a macro impact 
of the adequacy concerns affecting the 
export of personal data from the EU would 
arise.  The UK could avoid these adequacy 
concerns by introducing GDPR-type 
legislation, exactly as has happened in 
the Swiss model.  Failing that, individual 
UK entities would be left in the same 
position as US entities; needing to fall back 
on ad hoc arrangements on a business 
by business basis.  This would involve 
considerable legal risk.  



Our UK data protection team

Our UK multi-disciplinary data protection team provides global data protection services, 
including help with preparations for the GDPR.  Consisting of practising lawyers, risk 
professionals, management consultants, auditors and regulators, our expert team 
provides end-to-end support on all aspects of data protection law, compliance and 
operations to many of the world’s leading businesses. Renowned for our deep experience, 
commercial pragmatism and cutting edge methodologies and tools, we are ideally placed 
to help you develop an approach for the GDPR that takes full account of your economic 
goals for data, your risk positions and your legal obligations.

Our accelerators for the GDPR include:

• Privacy Transformation – Our methodology for delivering meaningful and measurable 
operational change and reduction of risk.

• The R.A.T. – Our GDPR Readiness Assessment Tool, which enables you to quickly 
gauge your current data protection maturity levels and risk exposures.

• Enforcement Tracker – Our compendium of international data protection enforcement 
cases, which helps you to identify steps to progress your legal compliance.

• Special Characteristics Facilitated Workshop – Our key stakeholder programme, to 
help you develop a holistic Vision and fit-for-purpose go forward strategy.

“The Data Protection Act remains the law of the land 
irrespective of the referendum result.

“If the UK is not part of the EU, then upcoming EU reforms to data 
protection law would not directly apply to the UK. But if the UK wants 
to trade with the Single Market on equal terms we would have to 
prove ‘adequacy’ - in other words UK data protection standards would 
have to be equivalent to the EU’s General Data Protection Regulation 
framework starting in 2018. 

“With so many businesses and services operating across borders, 
international consistency around data protection laws and rights is 
crucial both to businesses and organisations and to consumers and 
citizens. The ICO’s role has always involved working closely with 
regulators in other countries, and that would continue to be the case.

“Having clear laws with safeguards in place is more important than 
ever given the growing digital economy, and we will be speaking to 
government to present our view that reform of the UK law remains 
necessary.”  

The ICO Referendum Result Response, 24 June 2016
Reviewed 27 June 2016.  This statement has since been replaced by 
another one, dated 1 July 2016
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